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Background

Ring-based Anonymous System

— The Example of Anonymous Cryptocurrencies

TN
Alice %

Choose decoy accounts €8 &8 & from system.

| own one among ring &8 & & & &%, g
Action = which contains 1 coin, and I'm B Bob

sending 1 coin to Bob’s #8,

iR

tx <— Prove(Action) x Blockchain/Everyone
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— The Example of Anonymous Cryptocurrencies

TN
Alice %

Choose decoy accounts €8 &8 & from system.

| own one among ring &8 & & & &%, g
Action = which contains 1 coin, and I'm B Bob

sending Bob a new 8 with 1 coin.

iR

tx <— Prove(Action) x Blockchain/Everyone

Single-use: Each € can only be used once. (prevent double-spending)
New balance = New
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Background

(Un-)Sustainability
Actions are anonymous = Unknown which £ & have been used

Need to maintain the growing set of €& & & . = Unsustainable bookkeeping
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Actions are anonymous = Unknown which £ & have been used
Need to maintain the growing set of €& & & & & | = Unsustainable bookkeeping

Question: How to achieve sustainable bookkeeping + anonymity + availability ?
Quisquis [FMMO19]: Sustainable + anonymous, but suffer from availability problem x

Our Simple Solution

Partition accounts in system into chunks of equal size k. [REL"21]

Each account pick decoys from the same chunk.
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Partition accounts in system into chunks of equal size k. [REL"21]

Each account pick decoys from the same chunk.
k actions from a chunk = All k accounts in the chunk are used =~ Remove
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Background

(Un-)Sustainability
Actions are anonymous = Unknown which £ & have been used
Need to maintain the growing set of €& & & & & | = Unsustainable bookkeeping

Question: How to achieve sustainable bookkeeping + anonymity + availability ?
Quisquis [FMMO19]: Sustainable + anonymous, but suffer from availability problem x

Our Simple Solution

Partition accounts in system into chunks of equal size k. [REL"21]

Each account pick decoys from the same chunk.
k actions from a chunk = All k accounts in the chunk are used =~ Remove

€ g dn €
<4 am used
Simple counting: N unused accounts = at most kN accounts in system
Our work: Formalise the above idea
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Background

Our Contributions

General model for “Decentralised Anonymous Systems” (DAS)
Captures e.g. anonymous cryptocurrencies, anonymous credentials

Formal definition of “Sustainability” + other desirable properties of DAS

Construction of DAS from cryptographic building blocks:
Achieves various desirable properties incl. sustainability
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Background

Our Contributions

General model for “Decentralised Anonymous Systems” (DAS)
Captures e.g. anonymous cryptocurrencies, anonymous credentials

Formal definition of “Sustainability” + other desirable properties of DAS

Construction of DAS from cryptographic building blocks:
Achieves various desirable properties incl. sustainability

Efficient “garbage collector” algorithm:
Detects all surely-used accounts in a ring-based anonymous system (first of its kind)

Experiment: Mimic Monero’s ring-sampling strategy, investigate its (un-)sustainability
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DAS Definition and Properties

Decentralised Anonymous Systems (DAS)

k
mpk4 acc; 8 mPs
msk 4 ask:-7 X; mskg

(pp, state)
Alice owns (mpk,, mska) and ask; for her acc; with attribute x;

Action: Alice wants to transfer 1 coin from her source acc; to Bob’s target acc;
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DAS Definition and Properties

Decentralised Anonymous Systems (DAS)

K,
mska ask;, X; B

R; < Decoys &8 €3 "‘

acc; @8 tk;, tx) < Act
j j

(pp, state)
Alice owns (mpk,, mska) and ask; for her acc; with attribute x;

Action: Alice wants to transfer 1 coin from her source acc; to Bob’s target acc;
Choose a ring R; for her acc;

Given her (ask;, x; = 1 coin) and Bob’s (mpkg, y; = 1 coin), generate (acc;, tk;, tx)
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Decentralised Anonymous Systems (DAS)

mpk, acc; & acc; &, th; mpEB g (askj, yj) + (mskg, tk;)
mska ask;, X; mskg
R; < Decoys &8 €3 '
t
(acc;®, tkj, tx) < Act X b <+ Vi(tx)
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Alice owns (mpk,, mska) and ask; for her acc; with attribute x;

Action: Alice wants to transfer 1 coin from her source acc; to Bob’s target acc;
Choose a ring R; for her acc;
Given her (ask;, x; = 1 coin) and Bob’s (mpkg, y; = 1 coin), generate (acc;, tk;, tx)
For acc;, Bob can use (mskg, tk;) to derive (ask;, ;)
Everyone can verify Alice’s action by transcript tx
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DAS Definition and Properties

Decentralised Anonymous Systems (DAS)

mpk, acc; &2 ace; B, tk; mpkg g (askj, yj) + (mskg, tk;)
mskg
mskz ask;, X;
R; < Decoys &8 €3 '
tx
(acc;®, tkj, tx) < Act b < Vi(tx)

(pp, state) <« Setup
Alice owns (mpk,, msks) < MKGen and ask; for her acc; with attribute x;
Action: Alice wants to transfer 1 coin from her source acc; to Bob’s target acc;
Choose a ring R; for her acc;
Given her (ask;, x; = 1 coin) and Bob’s (mpkg, y; = 1 coin), generate (acc, tk;, tx) « Act
For acc;, Bob can use (mskg, tk;) to derive (ask;, y;) < AKDer
Everyone can verify Alice’s action by transcript tx b «+— Vf
What to verify:
Predicates: Admissible actions P, e.g. x; = y;; Admissible rings Q, e.g. |R;| > 11
ask;, x; are valid for source acc; b < SChk
Target acc;, tk; are created for mpk;, y; b < TChk
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DAS Definition and Properties

Overview of Properties

1. Integrity: “Correctness” of system for honest users (in presence of malicious users)

2. Authenticity: Alice can authenticate that her action is valid

3. Privacy

4. Availability

5. Sustainability
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DAS Definition and Properties

Overview of Properties

Integrity: “Correctness” of system for honest users (in presence of malicious users)
Action integrity: Alice’s action is valid = Vf = 1

Derivation integrity: Passes TChk = Bob can recover (ask;, y;) from AKDer

Authenticity: Alice can authenticate that her action is valid

Privacy

Availability

Sustainability
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Overview of Properties

Integrity: “Correctness” of system for honest users (in presence of malicious users)
Action integrity: Alice’s action is valid = Vf = 1

Derivation integrity: Passes TChk = Bob can recover (ask;, y;) from AKDer
Authenticity: Alice can authenticate that her action is valid

Source binding: Passes SChk = acc; &(ask;, x;)

Target binding: Passes TChk = acc; @

Knowledge sound: Vf = 1 = Alice knows input to Act that gives tx

Privacy: Alice’s acc; hidden within ring R; given tx (source anonymity)
Bob’s mpkg hidden from acc; (target anonymity)

Availability: Action is valid w.r.t. state at time t = Valid w.r.t. state at anytime afterwards
Captures DOS attacks, e.g. that against Quisquis [FMMO19]

Sustainability
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DAS Definition and Properties

Overview of Properties

Integrity: “Correctness” of system for honest users (in presence of malicious users)
Action integrity: Alice’s action is valid = Vf = 1

Derivation integrity: Passes TChk = Bob can recover (ask;, y;) from AKDer
Authenticity: Alice can authenticate that her action is valid

Source binding: Passes SChk = acc; &(ask;, x;)

Target binding: Passes TChk = acc; @

Knowledge sound: Vf = 1 = Alice knows input to Act that gives tx

Privacy: Alice’s acc; hidden within ring R; given tx (source anonymity)
Bob’s mpkg hidden from acc; (target anonymity)

Availability: Action is valid w.r.t. state at time t = Valid w.r.t. state at anytime afterwards
Captures DOS attacks, e.g. that against Quisquis [FMMO19]

Sustainability: # potentially unused account ~ # truly unused account
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DAS Definition and Properties

Closer Look at Sustainability

Sustainabilityg 4  5(1*)

(pp, stateg) + Setup(1™)
(Pum,‘,n,w Gi,m;» Xis (ﬁm,g[n’]),em + A(pp, stateo)
for i € [t] do

state;, (CCi) ey » Pimy,nys Gimys
. . I/ jey; +Mjs N »Mj
(b”State’“’ <a°°’+‘v/>/eul+w) v ( tx;, <ﬁf,lf>/6[nl]
unused := Yy — Y mj; validtxs := (Vi € [t], b =1)

iem el

sustainable_state := (|states| < k - B(X) - unused A |Ut| < k - unused)
return valid_txs A —sustainable_state

)

A DAS is k-sustainable:

3B(X) € poly(X) s.t. for any PPT A, Pr[Sustainability, , , 5(1*) = 1] < negl())
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DAS Definition and Properties

Closer Look at Sustainability

Sustainabilityg 4  5(1*)

(pp, stateg) + Setup(1™)
(Pi,mi,n,va Gi,m;» X, <ﬁf,j>,’6[nl]),€[[] < A(pp, stateo)
for i € [t] do

state;, (acci,j);c y, » Pimy.n» Gimy»

(b”State"“’ <a°°"+‘v/>/eul+w) Vi < tx;, (acc; ;)

Jeln
unused := Yy — Y mj; validtxs := (Vi € [t], b =1)

ielf] i€lt]
sustainable_state := (|state;| < k - B(A) - unused A |Us] < k - unused)
return valid_txs A —sustainable_state

)

A DAS is k-sustainable:

3B(X) € poly(X) s.t. for any PPT A, Pr[Sustainability, , , 5(1*) = 1] < negl())

Sustainable state:
|state:| < k- B(N)

x # truly unused accounts,

# potentially unused accounts = |U;| < k x # truly unused accounts
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DAS Definition and Properties

Closer Look at Sustainability

Sustainabilityg 4  5(1*)

(pp, stateg) + Setup(1™)
(Pi,mi,n,v«, Gi,m;» X, <ﬁ"’f>16[”1]),€[1] < A(pp, stateo)
for i € [t] do

statej, (acci )¢y, » Pimy,ns Giymys
. . I/ jey; +Mjs N »Mj
(b”State’“’ <a°°’+‘v/>/eul+w) v < tx;, <ﬁf.lf>/6[nl]
unused := Yy — Y mj; validtxs := (Vi € [t], b =1)

el iem

sustainable_state := (|state;| < k - B(A) - unused A |Us] < k - unused)
return valid_txs A —sustainable_state

)

A DAS is k-sustainable:

3B(X) € poly(X) s.t. for any PPT A, Pr[Sustainability, , , 5(1*) = 1] < negl())

Sustainable state:

|state;| < k- B(\) x # truly unused accounts,
# potentially unused accounts = |U;| < k x # truly unused accounts

Next: Construct k-sustainable DAS for constant k
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Our DAS Construction

Building Blocks of Construction

Cryptographic building blocks:
Commitment COM, NIZK argument system ARG, Tagging scheme TAG [LRR*19]
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TAG: Generate (mpk, msk) and tk;, Derive ask; from (msk;, tk;)
MKGen, AKDer
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Our DAS Construction

Building Blocks of Construction

Cryptographic building blocks:
Commitment COM, NIZK argument system ARG, Tagging scheme TAG [LRR*19]

TAG: Generate (mpk, msk) and tk;, Derive ask; from (msk;, tk;)
MKGen, AKDer
COM: Commit x; for acc;, y; for acc;  SChk, TChk
ARG: Generate and verify transcript tx:
Act, Vf
COM and TAG are correctly evaluated
Alice’s action satisfies 7P and passes SChk, TChk

On Sustainable Ring-based Anonymous Systems |  Ivy Woo 7/12



Our DAS Construction

Building Blocks of Construction

Cryptographic building blocks:
Commitment COM, NIZK argument system ARG, Tagging scheme TAG [LRR*19]
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Cryptographic building blocks:
Commitment COM, NIZK argument system ARG, Tagging scheme TAG [LRR"19]

TAG: Generate (mpk, msk) and tk;, Derive ask; from (msk;, tk;), Generate tag; & ask;
MKGen, AKDer  Derivation Integrity, Availability
COM: Commit x; for acc;, y; for acc;  SChk, TChk  Source/Target binding
ARG: Generate and verify transcript tx:
Act, Vf  Action integrity, Knowledge sound, Privacy
COM and TAG are correctly evaluated
Alice’s action satisfies P and passes SChk, TChk
*Vf also checks tag; is used only once
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COM: Commit x; for acc;, y; for acc;  SChk, TChk  Source/Target binding
ARG: Generate and verify transcript tx:
Act, Vf  Action integrity, Knowledge sound, Privacy
COM and TAG are correctly evaluated
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Sustainability: Predicate Q = partitioning sampler [RELT21]
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Our DAS Construction

Building Blocks of Construction

» Cryptographic building blocks:
Commitment COM, NIZK argument system ARG, Tagging scheme TAG [LRR"19]

» TAG: Generate (mpk, msk) and tk;, Derive ask; from (msk;, tk;), Generate tag; & ask;
MKGen, AKDer Derivation Integrity, Availability
COM: Commit x; for acc;, y; for acc;  SChk, TChk  Source/Target binding
ARG: Generate and verify transcript tx:
Act, Vf  Action integrity, Knowledge sound, Privacy
» COM and TAG are correctly evaluated
» Alice’s action satisfies P and passes SChk, TChk
*Vf also checks tag; is used only once and R; satisfies O

» Sustainability: Predicate Q = partitioning sampler [RELT21]

k-Partitioning Sampler

k accounts spawned at adjacent time forms a “chunk”
To use an account: Choose ring members from the same chunk
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Our DAS Construction

Sustainability via Partitioning Sampler

k-Partitioning Sampler

k accounts spawned at adjacent time forms a “chunk”
To use an account: Choose ring members from the same chunk
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Our DAS Construction

Sustainability via Partitioning Sampler

k-Partitioning Sampler

k accounts spawned at adjacent time forms a “chunk”
To use an account: Choose ring members from the same chunk

» k accounts in a chunk are used < All accounts in the chunk are used
= Remove whole chunk

» Simple “Garbage Collector”: Check if there are k valid actions in a chunk

» N truly unused accounts =- at most N chunks = kN accounts stored in system
= k-sustainable
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Sustainability via Partitioning Sampler

k-Partitioning Sampler

k accounts spawned at adjacent time forms a “chunk”
To use an account: Choose ring members from the same chunk

k accounts in a chunk are used < All accounts in the chunk are used
= Remove whole chunk

Simple “Garbage Collector”: Check if there are k valid actions in a chunk

N truly unused accounts = at most N chunks = kN accounts stored in system
= k-sustainable

Not need to know which of the k accounts an action is made from
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Our DAS Construction

Sustainability via Partitioning Sampler

k-Partitioning Sampler

k accounts spawned at adjacent time forms a “chunk”
To use an account: Choose ring members from the same chunk

k accounts in a chunk are used < All accounts in the chunk are used
= Remove whole chunk

Simple “Garbage Collector”: Check if there are k valid actions in a chunk

N truly unused accounts = at most N chunks = kN accounts stored in system
= k-sustainable

Not need to know which of the k accounts an action is made from

Sustainability vs. Privacy:
s-sustainable =- s > minimum ring size ever used (counting argument)
Partitioning: Fix ring size = chunk size k = s > k; We achieve s = k
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Our DAS Construction

Construction

Setup(1*)

Act st, (aCCaid) yigers Py
(Ri, aid;, ask;, 7’1>ze[m] , (mpk;, L%)Le[ﬂ] ,aux

VE(st, (acCaia) jigers + Prm,ns Gms % (381 )i )

pP1ac < TAG.Setup(1”)
ppcom — COM.Setup(1?)
PParc + ARG.Setup(1*)

PP = (PPrac: PPcows PParc)
return (pp, st := )

MKGen(pp)

msk <= TAG.SKGen(pprac)
mpk < TAG.PKGen(msk)
return (mpk, msk)

AKDer(msk, tk)

parse tkas (d,2,r)
sk < TAG.SKDer(msk, d)
ask := (sk, )

return (ask,z)

GC(st, (accaid)yiger)

| subroutine of Vf

parse st as (TagG>F€Pzrtition(l/)
for i € [m] do
parse ask; as (sk;, 7:)
tag, < TAG.TagEval(sk,)
for i € [n] do
(pk;, di) + TAG.PKDer(mpk,)
com; + COM.Com(y;:s;)
th; == (8:, Y. 80)

/ with uniform randomness s;

acc; := (pk,, com;);

R:= U R;

ic[m)

stmt := (pm,m (accaia) e+ {(FRi: 1a8:) }ig g <ﬁ1>Lg[n])

wit == ((aid;, sk;, 74, Ti)ig ), (MPK;, 02, Yi, $i)ign); aUX)
7 ¢ ARG.Prove(stmt, wit)

tx = ({(R,,tagl)}‘é[m], 1r)

return (tx. (ﬁ“tkz)‘é[n])

SChk(acc, ask, z)

parse st as (Tage)ccpanition()

parse tx as ({(R“tagt)}la[m],ﬂ')
r:= ) R
i€lm]

Pm.n, (ACCaid) yiger »
tmt = ek
stm ( {(Ri,ta8,) i (3CC)i )
Pmn € PAgm(U, (Ri)iepm)) =1
5 Jam € ©AARGVH(stmt m) =1
i
: {tag:tiepm N U T =0

CePartition(U)

then

ACC; {max(U)+1 i= acCi, Vi € [n]

Tage := Tagc U {tagx}LE[wx].R‘g(]? vC etv”
st GC((Tagc) cepanition(v) » (3CCaid) sigerrt)
return (1,st')

else return (0, st)

TChk(acc, mpk, tk, y)

parse st as (Tag.)
for C € Partition(U) do

CePartition(U) *

if |Tag[C]| = |C| then U’

return ((TagC>CEPzrmion(U’) , <3CCa-d>aingf)

U =U parse acc as (pk,com)
parse ask as (sk,r)
=U'\C pk = TAG.PKGen(sk)

return {ccum = COM.Com(z;T)

parse acc as (pk, com)

parse tk as (d,z,7)

" T=y
return { com = COM.Com(z; )

U’ := U U ([n] + max(U) + 1); U” := Partition(U")

Fig. 7.

Generic construction of a Decentralised Anonymous System
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General Garbage Collector

Garbage Collector for General Ring-sampling Mechanisms

Just now: GC that detects surely-used accounts if use partitioning sampler
Below: Another GC for general ring-sampling mechanisms
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General Garbage Collector

Garbage Collector for General Ring-sampling Mechanisms

Just now: GC that detects surely-used accounts if use partitioning sampler
Below: Another GC for general ring-sampling mechanisms

Model ring-memberships as bipartite graph G [ELR22] Accounts Rings
1 :
2 2
3 3
4 4
5
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General Garbage Collector

Garbage Collector for General Ring-sampling Mechanisms

Just now: GC that detects surely-used accounts if use partitioning sampler
Below: Another GC for general ring-sampling mechanisms

A Ri
Model ring-memberships as bipartite graph G [ELR*22] ecounts nes

A maximum matching = Matching covering all ring nodes
= A possible accounts-rings assignment

Core(G) [DM58]: Subgraph of G s.t. 2

2

edges in Core(G) = Union of all maximum matchings
3 3
4 4
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General Garbage Collector

Garbage Collector for General Ring-sampling Mechanisms

Just now: GC that detects surely-used accounts if use partitioning sampler
Below: Another GC for general ring-sampling mechanisms

A Ri
Model ring-memberships as bipartite graph G [ELR*22] ecounts nes

A maximum matching = Matching covering all ring nodes
= A possible accounts-rings assignment

Core(G) [DM58]: Subgraph of G s.t. 2 5
edges in Core(G) = Union of all maximum matchings

Our general GC: 3 3
Given ring-memberships, compute G and Core(G) [Tas12]
For each component in Core(G), 4 4

check if num. account nodes = num. ring nodes
If yes, the accounts are used = Can remove 5
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General Garbage Collector

Garbage Collector for General Ring-sampling Mechanisms

Just now: GC that detects surely-used accounts if use partitioning sampler
Below: Another GC for general ring-sampling mechanisms

A Ri

Model ring-memberships as bipartite graph G [ELR*22] ecounts nes
A maximum matching = Matching covering all ring nodes 1 1
= A possible accounts-rings assignment
Core(G) [DM58]: Subgraph of G s.t. 2 5
edges in Core(G) = Union of all maximum matchings
Our general GC: 3 3

Given ring-memberships, compute G and Core(G) [Tas12]

For each component in Core(G), 4 4

check if num. account nodes = num. ring nodes

If yes, the accounts are used = Can remove 5

We prove correctness and optimality of our GC,
i.e. it returns all surely-used accounts (inferable from ring-memberships) and only them
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Experiment based on Monero

Experiment on Ring-Sampling Method of Monero
Simulate ring-sampling mechanism used by Monero [REL*21]

Given the simulated ring memberships, run our general GC,
observe how many used accounts are detected
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Experiment based on Monero

Experiment on Ring-Sampling Method of Monero
Simulate ring-sampling mechanism used by Monero [REL*21]

Given the simulated ring memberships, run our general GC,
observe how many used accounts are detected

= (m,n)=(1,1)
1204 —&— (m,n)=(2,2)
—_—r=3
r=4
1004 __
— r=8
go{ —— r=11
If k-sustainable: 2
raio <k — 2 601
40 A
504 Upp.e'r bpund .if use
- partitioning with
ol chunk size =r:

50 100 150 200 70 00 r-sustainable
time T

r = ring size, (m, n) = (# used acc., # spawned acc.) in each transaction
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Summary

Summary
Model for Decentralised Anonymous Systems (DAS)
Formal definition of “Sustainability” and other desirable properties of DAS

First construction of DAS achieving sustainability, privacy and availability (and more)
Simple solution to sustainability: Partitioning sampler

Efficient “garbage collector” for general ring-sampling mechanisms

e

Experiment on Monero’s (un-)sustainability
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